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Beware of Card Skimmers



Vijay, the SBI customer and received three SMSes for debits in his savingsRs.6,000/-. Rs.12,000/-bank account of and Rs.22,000/- (total Rs.40,000/-)31-12-2023on at 9.00 pm. He came back to home branch on 05-01-2025and complained about these transactions.
On investigation, it came to know that customer card data wascompromised at Urban Co-operative Bank ATM, when Vi jay used hiscard in that ATM for normal cash transaction.
By using compromised data fraudsters created cloned card and doneabove transactions.

31.12.2024

SAMPLE CASE



An unauthorized transaction is any transaction that customer didn't makeand didn't permit anyone else to make.
Un-authorised (Fraudulent) transactions happens due to

(A) CUSTOMER
(B) BANK

negligence of :

(C) 3rd PARTY,
i.e. other than the customer and his/her bank

REPORTING & RESOLUTION OF UNAUTHORISED
ONLINE BANKING TRANSACTIONS COMPLAINTS



Vijay, the SBI customer and received three SMSes for debits in his savingsbank account of Rs.6,000/-. Rs.12,000/- and Rs.22,000/- (total Rs.40,000/-)on 31-12-2023 at 9.00 pm. On investigation, it came to know that
customer card data was compromised at Urban Co-operative BankATM, when Vijay used his card in that ATM for normal cashtransaction. By using compromised data fraudsters created cloned cardand done above transactions.

Negligence

SAMPLE CASE



Vijay, the SBI customer and received three SMSes for debits in his savings bankaccount of Rs.6,000/-. Rs.12,000/- and Rs.22,000/- (total Rs.40,000/-) on 31-12-2024 at9.00 pm. Mr. Vijay is so busy in casino in GOA, he ignored these messages. He cameback to home branch on 05-01-2025 and complained about these transactions. Oninvestigation, it came to know that customer card data was compromised at Urban Co-operative Bank ATM, when V i j a y was used his card in that ATM for normalcash transaction. By using compromised data fraudsters created cloned card anddone above transactions.

Reporting Time

SAMPLE CASE



Vijay, the SBI customer had received three SMSes for debits in his savings bankaccount of Rs.6,000/-. Rs.12,000/- and Rs.22,000/- (total Rs.40,000/-) on 31-12-2024 at9.00 pm. Mr. Raja is so busy in casino in GOA, he ignored these messages. He cameback to home branch on 05-01-2025 and complained about these transactions. Oninvestigation, it came to know that customer card data was compromised at Urban Co-operative Bank ATM, when V i j a y was used his card in that ATM for normalcash transaction. By using compromised data fraudsters created cloned card anddone above transactions.

Account Type

SAMPLE CASE



What is LIMITED LIABILITY of CUSTOMER ?

3rd PARTY CUSTOMER LIABILITY IS DEPENDS ON REPORTING TIME AND ACCOUNT TYPE
REPORTING TIME ACCOUNT TYPE CUSTOMER LIABILITY BANK LIABILITY

0 TO 3Working Days ALL ACCOUNTS ZERO FULL
4 TO 7Working Days

BSBD/PMJDY up to 5000/- >5000/-
SB/MSME up to 10000/- >10000/-
CA/OD up to 25000/- >25000/-

Beyond 7Working Days ALL ACCOUNTS FULL ZERO

NEGLIGENCE REPORTED ON CUSTOMER LIABILITY BANK LIABILITY
CUSTOMER Up to reporting time FULL ZERO

Once reported, further transactions using same information ZERO FULL
BANK No conditions for reporting time ZERO FULL

LIABILITYWILL BE CALCULATED PER TRANSACTION, HENCE REPORTING TO BE DONE TRANSACTIONWISE

WORKINGDAYS ASPER HOMEBRANCH



Vijay, the SBI customer had received three SMSes for Rs.6,000/-.Rs.12,000/- and Rs.22,000/- 31-12-2023(total Rs.40,000/-) on at9.00 pm.
Mr. Vijay was so busy in casino that he ignored these messagesoftransactions in his Savings Bank Account.

05-01-2024He came back to home branch on and complainedabout these transactions.
On investigation, it came to know that customer card data wascompromised at Urban Co-operative Bank ATM, when Raja wasused his card in that ATM for normal cash transaction.
By using compromised data fraudsters created cloned card anddone above transactions.
In this case who has to bear/compensate the loss and howmuch?

Who is negligent in
this case?

Reporting time ofthese transaction, interms of days if noholidays between31-12-2023 to 04-01-2024?

Sample Case

How much amountbank must pay forthese transactions

( Third Party negligence, Reported in 4-7 days, SB account ) : Rs.14000/-
Nil for Rs.6000/- , Rs.2000 for Rs.12000/- and Rs.12000 for Rs.22000/- txn

05-01-2025



Several apps can help you identify the caller ID on your
phone. Some popular options include Truecaller,
CallApp, Tellows, Mr. Number and Eyecon all of which
offer free versions with various premium features. These
apps can also help you block unwanted calls and SMS.

 HOW TO IDENTIFY THE CALLER?

https://www.truecaller.com/download


Use Caller ID apps

But, don’t trust them blindly.
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Remote APP Frauds



Social EngineeringFrauds



Social Engineering
What details should be shared with someone you meet online?

• Personal Information.
• Share Your Colleagues Phone Number.
• Bank Account Details.
• Username / Password etc.
• Property Details.
• Health Related Information.



What do youmean by Social Engineering?

Common
Ways of
Social

Engineering
Frauds

Phishing

Vishing

Social engineering is a process to gain sensitive and confidential information through a
friendly chat, over a drink, with kindness, etc.

Smishing



There are no freelunches in this world





Angler phishing is a
type of phishing
attack where a
scammer poses as a
customer service
agent on social
media. Often, angler
phishers target
victims by scanning
social media posts to
find dissatisfied
customers





JUICE JACKING





How to Defend against Social Engineering Attacks?
● Confirm the identity of the person, whom you are talking to.
● Do NOT discuss confidential information at public places.
● Do NOT discuss confidential information with strangers, people whom you have met briefly.
● Do NOT share passwords and account numbers over the phone or email.
● Do NOT be intimidated especially by name droppers.



Keep YourselfAware
1. More than half of businesssurveys believe, a lack of knowledge,carelessness is the main reason leadingto cyber frauds.
2. Your Cyber Security is only as strongas your awareness, and a data breach ismore likely to come from humannegligence rather than a criminal hack.



Your house keys and locks are important security measures for your
house.

How do you choose locks or keep keys from being stolen and broken
by a thief?

• Protect the house by putting a strong lock.
• Do NOT share the house key with a stranger.
• Do NOT leave the key unattended.
• Do NOT tell where you have kept the house key to a stranger.
• Don NOT keep the key in open, near a window or anywhere it is

accessible to others.
• Choose a key which is difficult to copy.

Password Security



Password Security
• Create longer password.
• Use Special Character and digit.
• Change password regularly.
• Keep unique and strong password for different account.
• Keep your password safe with you.
• Don’t use consecutive letters, dictionary word or personal information

A passphrase is a sentence-like string of words used for authentication thatis longer than a traditional password, easy to remember and difficult tocrack.



Passphrase Security

Phrase Password
I got my first job at 22. Igmfj@22.
My son was born on 14th Mswbo14#
My favourite Bollywood star is Amitabh Bachhan. Mfb*1$ab.



Brute Force Attack
A brute-force attack is anattempt to discover apassword by trying everypossible combination ofletters, numbers, andsymbols until the correctpassword is discovered.
(e.g. a,aa,aaa to zzzzzzzzz,azbyex etc.)



DICTIONARY Attack
A dictionary attack is based on trying all the strings in a pre-arranged listing. Such attacks originally
used words found in a dictionary (hence the phrase dictionary attack); however, now there are much
larger lists available on the open Internet containing hundreds of millions of passwords recovered from
past data breaches. There is also cracking software that can use such lists and produce common
variations, such as substituting numbers for similar-looking letters.



Wireless Security

Do NOT connect to public network for
performing banking transactions

Take particular care when using your
laptop and mobile phone in any public

environment.

Do NOT disable your firewall or
Anti-Virus software on your laptop.



Cyber Attack-

Mobile Security







Settings - Apps
Monitor Permissions



Monitor allcritical permissionsat one place
• Access Permission Managerin your Mobile
• Settings – Apps –Permission Manager (OR)
• Settings - Privacy





The Onion Router



Can I check which Apps on mymobile phone have divulged myinformation on Dark Web?
Yes.



























Warning States - OTP
• If OTP is filled automatically byyour application while performingany transaction or filling any page, it meansthat the app is having permissions to readyour SMS automatically.

• We can disable the SMS permission inPermission Manager of the app/browser todisable OTP autofilling.
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Mobi l e Dev i c e Best Practices
Strong passwords / B iometr ic permis s ion
shou ld be enab led o n your phone , tablets.

D o not share your Mobi l e PIN with anyone ,
use b iometr ic authent icat ion wherever feasible.

Ensure that Auto Updates are
enab led for your mob i l e OS, anti-
virus, and appl icat ions

Avoid instal l ing apps o n the
dev ices o f u nknown persons or
through l inks rece ived in emails ,
messages or through social media ,
etc. Applicat ions shou ld be
down loaded on l y through off ic ial
stores

Regularly mon i t o r the permiss ions o f critical
apps instal led in your mob i l e and keep a track
o f unnecessary and unused apps.

Never use Banking apps o n jai lbroken or rooted devices .

D o not store your Bank account
numbe r or PIN on mob i l e ph on e

Report the loss o f mob i l e ph on e to the
Bank to disable Mob i l e Banking services.

Avoid connec t ing phone s to publ ic
wireless networks.

Get an anti-virus software instal led o n
your mob i l e and keep it updated



AccessDigital Bankingsecurely.



1. Remember URL of the Bank2. Check for "HTTPS" in the URL3. Click on the pad lock and verify the certificate.4. Make sure the certificate is issued to " STATE BANK OF INDIA [IN].5. Please check the spelling and character of "SBI".



UPI Security



Enable and DisableUPI-
Disable your UPI if you notice anyfraud which has happened throughUPI platform or your PIN iscompromised.





Reporting of CyberCrime



Report complaints related to Cyber Frauds@ govwebsite
https://cybercrime.gov.in
Or dial the helpline number155260

Report all unauthorized transactions and to block debitgfgfgf
card/ Internet banking call SBI Help Line No:1800111109

https://cybercrime.gov.in/


• Keep and eye on unknown apps from your phone.Uninstall if not required.
• DO NOT WRITE down your passwords and securityquestions.
• Do NOT CLICK on bumper festive offers links inWhatsapp messages/ SMSs or emails.
• Always lookup Customer care numbers from officialwebsites. Or save them on your phone for futureuse.



• Don’t get distracted
• Never withdraw in hurry.
• Keep your Hands Empty
• Cover Keypad with other handwhile input PIN.



Savdhaan Rahe! Satark Rahe!
Always check for asecure paymentgateway.

Keep your PIN,password, andcredit or debit cardnumber, CVVprivate.

Avoid savingdetails on websites/devices/ publiclaptop / desktops.

Turn on two-factorauthenticationwhere facility isavailable.Never open emailsfrom unknownsources containingsuspiciousattachment orphishing links.

Do not shareprivate informationto unknownpersons on socialmedia.

Always scanunknown USBdrives / devicesbefore usage.
Do not leave yourdevice unlocked.

Change passwordsat regular intervals.

Always use virtualkeyboard on publicdevices since thekeystrokes can alsobe captured throughcompromiseddevices, keyboard,etc.

Do not use samepasswords for emailand internet banking
Install antivirus onthe device andinstall updateswhenever available.Change passwordsperiodically.



How to Make an Online Complaint?
Complaint to RBI
➢ Please visit the link at https://cms.rbi.org.in/
Complaint to SEBI
➢ Please visit the link at https://scores.gov.in/
Complaint to IRDAI
➢ Please visit the link at https://igms.irda.gov.in/
Complaint to National Housing Bank (NHB)
➢ Please visit the link at https://grids.nhbonline.org.in/
Complaint to Cyber Police Station
➢ Please visit https://cybercrime.gov.in/

































How I can Complaint inHARCO Bank?





CUSTOMER CARENUMBER FOR DIGITALSERVICES
0172-2713293



This Photo by Unknown Author is licensed under CC BY-SA

https://creativecommons.org/licenses/by-sa/3.0/
https://www.thebluediamondgallery.com/wooden-tile/t/thank-you.html

