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Top 10 cybercrime epicentres
Bharatpur [ 1575

Karma Tand - 2.4%
Giridih [ 2.3%6

Source: Future Crnime Research Foundaton
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Retd Col's wife falls for KYC-SIM card con

10 lakh in a case of online fraud.

po-
TNN /Jan 30,2022, 0410 IST
Chandigarh: Downloading links to update her know your n
customer (KYC) for her SIM card cost a Sector 18 resident Rs 3 £
>
)

i e I

KYC Frauds: Retired RBI employee falls prey to a scam, losesRs3.38 s @

>» : that she received in an SMS

d : alert to contact for updating

o By PAN with the app of a . another OTP sent to her to re-

R :_'vez;sethe transactlon,”thepo- ’
_ lice said. The bank manager
8oty susp1c1ous and did not
.‘sharetheOTP Shethenfileda

complaint with the bank and

- thePowai police.

lakh: Here's how to remain safe

Home > Cities > Hyderabad

Pilot falls prey to KYC fraud, los:
1 lakh "

The police said the victim, a resident of Kokapet under Cyberabge
commissionerate, fell prey to KYC fraud.

Home / Cities / Chandigarh / Online KYC fraud: Punjab woman cheated of Rs 10 lakh,

Online KYC fraud: Punjab woman

of Rs 10 lakh, probe on

AT o

VBank manager loses

T60K in KYC fraud

Mumbai: A 48-yeaf—old WO-
man working as a manager
‘with a nationalised bank fell
victim to the online KYC

: (know your customer) update :
f ' fraudandlostRsGOOOO ;
The woman, Who lives in

Powai, had called a. number

AN by herself buf failed.
n called the number
e had reoeived via

ve sought details from the
'banktogetthemoneytra.ﬂ.-v

which she shared along w1th

the one-time password. :
Immediately, money was

' :deb1ted from her account. She

agam called the person inqui-

ring about the money debited

from her account. “The per-

son told her that the money
~ was deducted by mistake . He
‘asked her to share with him

Powai pohce said they ha- ‘

prabe on

cheated

The Chandigarh Police cyber cell has been urging people not to share any details or respond to any calls

ieeking personal information about their accounts. I



The Indian EXPRESS

Home |/ Cities / Mumbai / Mumbai: Retired bank manager falls to online KYC fraud. loses Bs 3 lakh
Mumbai: Retired bank manager falls to online KYC fraud, loses Rs 3 lakh

On recerving SMS alerts from the bank about the money bemng withdrawn, the complamant called his bank’s customer care number and blocked his account.

By: Express News Service | Mumbai |
October 26, 2021 9:20:09 am Date: 01/09/2021

OF FAKE KYC LINKS!
SBI SENDS ANY SUCH MESSAGES

Nation

EOW arrests two fraudsters for chea

Dear customer Your SBIl Bank
Account has been Blocked Plz
Update your Document visit SBI
website Click here to Update by Net
Banking https://sbikycupdate.online

Cyber fraud on rise during lockdown
in Odisha

On Friday, a woman of Nayapalli lodged a complaint with cyber police
alleging that cyber criminals looted Rs 60,000 on the pretest of updating I #PIBFactCheck
her father-in-law’s SIM card documents. _

() +918799711259 () sociaimedia@pib.gov.in % () erpractcneck ] /praracicheck ) /PiBFactCheck
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STEP 1 STEP 2

After collecting all your personal information,

7] fraudster will contact your mobile operator, showing
your identity proof. He then applies for a duplicate
SIM card.

The fraudster will collect your personal banking
information through Smishing; Phishing, Vishing,
or any other means.

SIM SWAP

STEP 3 STEP 4
Later -mnb’_iie operator will deactivate Th_g fra;n__dster gengrates an; DTP on hlg pwn phone,
our original SIM card using the duplicate SIM and then makes
— - ' online banking transactions. —

iam
- chealed

g™ 7 B\ N .




HOW THE SCAM WORKS

P HOLE CAMEH
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SAMPLE CASE

Vijay, the SBI customer and received three SMSes for debits in his savings
bank account of [[IXXel[e/E8 and (total )

on at 9.00 pm. He came back to home branch on
and complalned about these transactions

it came to know that customer card data was
compromised at Urban Co-opetr: > FXIY when Vijay used his
card in that ATM for normal cash transaction.

By using compromised data fraudsters created cloned card and done
above transactions.




REPORTING & RESOLUTION OF UNAUTHORISED
ONLINE BANKING TRANSACTIONS COMPLAINTS

An unauthorized transaction is any transaction that customer didn't make
and didn't permit anyone else to make.

Un-authorised (Fraudulent) tran pens due to negligence of :

(B) BANK

(C)  3PARTY,

i.e. other than the customer and his/her bank



SAMPLE CASE

Vijay, the SBI customer and received three SMSes for debits in his savings
bank account of Rs.6,000/-. Rs.12,000/- and Rs.22,000/- (total Rs.40,000/-)
on 31-12-2023 at 9.00 pm. Cn investigation, it came to know that
customer card data was

, when Vijay used his card in. that ATM for normal cash
transaction. By using comprom ‘2 Traudsters created cloned card
and done above trars<actions.

Negligence

A_




SAMPLE CASE

Vijay, the SBI customer and received three SMSes for debits in his savings bank
account of Rs.6,000/-. Rs.12,000/- and Rs.22,000/- (total Rs.40,000/-) on 31-12-2024 at
9.00 pm. Mr. Vijay is so busy in casino in GOA, he ignored these messages. |y [=3& 11
back to home branch on 05-01-2025.and_complained about these transactions. (¢}
investigation, it came to know that cu-iomcr card data was compromised at Urban Co-
operative Bank ATM, when Vijay was used his card in that ATM for normal
cash transaction. By using comproniicc daia fraudsters created cloned card and

done above transactions.

Reporting Time




SAMPLE CASE

Vijay, the SBI customer had received three SMSes for debits in his savings bank

account of Rs.6,000/-. Rs.12,000/- and Rs.22,000/- on 31-12-2024 at
9.00 pm. Mr. Raja is so busy in casino in GOA, he ignored these messages. He came
back to home branch on 05-01-202F -n: complained about these transactions. On
investigation, it came to know that cu:iomer cara data was compromised at Urban Co-
operative Bank ATM, when Vijay was used nis card in that ATM for normal
cash transaction. By using compromi:zcc data fraudsters created cloned card and

done above transactions.

Account Type



What is LIMITED LIABILITY of CUSTOMER ?

cNEGLIGENCE REPORTED ON CUSTOMER LIABILITY BANKLIABILITY
CUSTOMER  Up to reporting time FULL ZERO
Once reported, further transactions using same information ZERO FULL
BANK No conditions for reporting time ZERO FULL

3 PARTY CUSTOMER LIABILITY i: " % 75475 ./t XEPORTING TIME AND ACCOUNT TYPE
REPORTING TIME B CUSTOMER LIABILITY  BANK LIABILITY

ZERO FULL

0 TO 3 Working Days
WORKING
DAYS AS BSBD/PMIDY up to 5000/- >5000/-
it 4707 SB/MSME up to 10000/- >10000/-
Working Days CA/OD up to 25000/- >25000/-
Beyond 7 Working Days ALL ACCOUNTS FULL ZERO

LIABILITY WILL BE CALCULATED PER TRANSACTION, HENCE REPORTING TO BE DONE TRANSACTION WISE




Sample Case

\

Vijay, the SBI customer had received three SMSes for Rs.6,000/-.
Rs.12,000/- and Rs.22,000/- (total Rs.40,000/-) on 31-12-2023 at
9.00 pm.

Mr. Vijay was so busy in casino that he ighored these messages
tfansactions in his Savings Bank Account.

He came back to home branch on
about these transactions.

On investigation, it came to know that data was
compromised at Urban Co-operative Bank Raja was
used his card in that ATM for normal cash transaction.

By using compromised data fraudsters created cloned card and
done above transactions.

In this case who has to bear/compensate the loss and how much?

mplained

( Third Party negligence, Reported in 4-7 days, SB account ) : Rs.14000/-

Nil for Rs.6000/- , Rs.2000 for Rs.12000/- and Rs.12000 for Rs.22000/- txn




HOW TO IDENTIFY THE CALLER?

Several apps can help
phone. Some  popular
CallApp, Tellows, Mr. N& -and Eyecon all of which
offer free versions with v S premium features. These
apps can also help you block unwanted calls and SMS.

the caller ID on your
include Truecaller,

J| S



https://www.truecaller.com/download
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India among top 3 countries most targeted for RBI, CID warn of frauds using remote access app
phishing: Report '

Synopsis
The cyber crime police have filed 30 cases of such a fraud in the past two months.

By Tushar Kaushik

BENGALURU: The criminal
investigation department (CID) of the
city police and Reserve Bank of India
(RBI) have cautioned citizens about a

Cyber frauds dupe man of Rs 1.19 lakh

TNN / Updated: Jun 15, 2021, 1212 IST

new mode of online fraud: conmen
making fraudulent transactions by

JAIPUR: A man was cheated of Rs 119 lakh by unknown online conmgpn.an

pretext of helping him get a waiver on the annual fees for his credit ¢ misusing the ‘AnyDesk’ app.

victim lodged a case of cheating against the unknown accused on S

raen= ! Barsail 31a3e b H UL B TS WIS d by Ola driver, lose e-wallet

oney in fraud

(This story originally appeared in
on Apr 06,2019)
MUMBAI: Two finance professionals
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ot el B lost Rs 14,000 in a fraud involving the
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emote APP Frauds

TeamViewer

Man doesn’t share OTP,
yet ends up losing X75K

Goregaon resident says he was told to download a message forwarding app
while ordering food online; expert says advisory needed on the new method

{ splashtop

FAIZAN KHAN —_— .
faizan khan @i day com 10% cyber frauds
HE Powal police have reg- detected this year

cered a case of cyber fraud

According data compiled
by the Mumbai police.
b were.

The fraucdster

proached the police in Gore- the victim also get forwarded
@aon where be lLives. But he

Wwas asked to approach the
Powai cops since he was at his

accessed the OTPs since the
complainant had not added
any namber in the message

workplace at the

fraud. He then filed an online the victsm's account.” Bhatia we have

complaint which was then sa been running awareness cam

ovrat. The expert said although auds

‘According to Ritesh Bhatia, there are not many such apps are concerned. The first thing
the Play Store and Ap: frauds s

the haring their

detalls specially on the links.

ase and

i1l issue 4 cyber

d Bhar

ambe, joint commissioner of
police.

ConnectWise

S {

DAVA DISCOUNT,
FRANCHISE INVITES
! Be your Own Boss |

“Will look into the case”

install an SMS forwardersuch  An officer from the cyber
as SPRING SMS by which all  police sald they would need
I, that 3o Tocheckt e Erandar







Social Engineering

What details should be shared with someone you meet online?

Personal Information.
Share Your Colleagues Phone Numbg
Bank Account Details.
Username / Password etc.
Property Details.

Health Related Information.




What do you mean by Social Engineering?

Social engineering is a process to gain sensitive and confidential information through a
friendly chat, over a drink, with kindness, etc.

Phishing

Common
Ways of
Social
Engineering
Frauds

Vishing




There are no free
lunches in this world

Tactics used to get you
to bite are curiosity,
urgency, fear and greed.

¥
BAEISs R W BB

Find out more about

phishing.



Phishing vs. spear phishing vs. whaling

Whaling is a specific type of spear phishing, and spear phishing is a specific
type of phishing. Learn the differences below.

Phishing Spear phishing Whaling
A broader term that covers A form of spear
any type of attack that tries phishing that targets
to fool a victim into taking high-ranking victims
some action. Does not have within a company.
a specific target.

HOOMS: MA RINASHEVWCHE HNOMDOEE STOCK, FOURLEA AL OVER® DDEE STOCK & M21 TECHTARGET. & LL RIGHTS RESEREDY Te(hT:Fgel




Angler phishing is a
type of phishing
attack  where a
scammer poses as a
customer service

agent on social
media. Often, angler
phishers target
victims by scanning
social media posts to
find dissatisfied
customers




SMISHING ATTACK PHASES

The attacker The data is used

sends a message the text, clicks on by the attacker to
containing a the link, and gives commit fraud or
malicious link away private data for profit making.
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[X]

Your personal files are encrypted ~—

RANSOMWARE
ATTACKS

ww\w.kratikal.com




How to Defend against Social Engineering Attacks?

Confirm the identity of the person, whom you are talking to.

Do NOT discuss confidential information at public places.

Do NOT discuss confidential information with strangers, people whom you have met briefly.

Do NOT share passwords and account nbe e phone or email.

Do NOT be intimidated especially by nan



How to start CyberSecurity?

Keep Yourself
Aware

1. More than half of business
surveys believe, a lack of knowledge,
carelessness is the main reason leading
to cyber frauds.

2. Your Cyber Security is only as strong
as your awareness, and a data breach is
more likely to come from human
negligence rather than a criminal hack.




Password Security

Your house keys and locks are important security measures for your
house.

How do you choose locks or keep keys from being stolen and broken
by a thief?

| g a strong lock.

. Do NOT sharg use key with a stranger.

- Do NOT lea K nded.

« Do NOT tel e kept the house key to a stranger.

- Don NOT keep the key in open, near a window or anywhere it is
accessible to others.

- Choose a key which is difficult to copy.



Password Security

Create longer password
Use Special Character al
Change password regular
Keep unique and stron
Keep your password sa
Don’t use consecutive letters, dictionary word or personal information

different account.

A passphrase is a sentence-like string of words used for authentication that
is longer than a traditional password, easy to remember and difficult to
crack.



Passphrase Security

| got my first job at 22.

lgmfj@22.

My son was born on 14"

Mswbo14#

My favourite Bollywood star is Amitabh Bachhan.

Mfb*1¢$ab.




Brute Force Attack

A brute-force attack is an
attempt to discover a
password by trying every
possible combination of
letters, numbers, and
symbols until the correct
password is discovered.

(e.g. a,aa,aaa to zzzzzzzzz,
azbyex etc.)




DICTIONARY Attack

A dictionary attack is based on trying all the strings in a pre-arranged listing. Such attacks originally
used words found in a dictionary (hence the phrase dictionary attack); however, now there are much
larger lists available on the open Internet containing hundreds of millions of passwords recovered from

past data breaches. There is also cracking software that can use such lists and produce common
variations, such as substituting numbers for sigi ieiiers.




Wireless Security

Do NOT disable your firewall or
Anti-Virus software on your laptop.

I

Do NOT connect to public network for |
performing banking transactions

Take particular care when using your
laptop and mobile phone in any public
environment.



YOU DON'T NEED SOMEONE
TO BREAK INTO A HOUSE,

YOU JUST NEED SOMEO
TO LET YOU IN.

Mobile Security







90% of Time on Mobile is Spent in Apps

10% Facebook 199% Messaging/Social 12% Q0%
BROWSER APPS

YouTube 3%

Chrome 4% Entertainment 17

Safari 6% —

Others 10%

Gaming 15%
News 2%

Productivity 4% Utilities B%%




Monitor Permissions
Settings - Apps




o Access Permission Manager
in your Mobile

o Settings - Apps -
Permission Manager (OR)

o Settings - Privacy







The Onion Router




Can | check which Apps on my
mobile phone have divulged my
Information on D&







12117 - O W @ - D o 5% “thil @ 78%

€ 235 google.com/search?qg=g (3)

vghial@gmail.com .

Hi, P
C Manage your Google Account >

—+ Add acc

S Manage

More from Goog|

YO searchh

Saving

@ Delete last 15 minutes

I:_]l Saves & Collections

¢ Search personalization


































Warning States - OTP

e If OTP is filled automatically by
your application while performing
any transaction or filling any page, it means

the app is having permissions to read

SMS automatically.

Permission Manager of the app/browser to
disable OTP autofilling.




Mobile Device Best Practices

Strong passwords/ Biometric permission
1 should be enabled on your phone, tablets.

Get an anti-virus software installed on
your mobile and keep it updated

Do not share your Mobile PIN with anyone,
10 2 use biometric authentication wherever feasible.

Ensure that Auto Updates are

Avoid connecting phones to public e_nabled I you_r m_oblle ©S, anti-
. virus, and applications
wireless networks.

Avoid installing apps on the
devices of wunknown persons or

> ~ through link ived i ils,
Report the loss of mobile phone to the 8 4 rotg INKS Teceived in-ematls

. . . . messages or through social media,
Bank to disable Mobile Banking services. ..
etc. Applications should be

downloaded only through official
stores

Do not store your Bank account 7

Regularly monitor the permissions of critical
number or PIN on mobile phone

apps installedin your mobile and keep a track
6 of unnecessary and unused apps.

Never use Banking apps on jailbroken or rooted devices.




Access

Digital Banking

LA




1. Remember URL of the Bank

2. Check for "HTTPS" in the URL

3. Click on the pad lock and verify the certificate.

4. Make sure the certificate is issued to " STATE BANK OF INDIA [IN].

5. Please check the spelling and character of "SBI".
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UPI-

Disable your UPI if you notice any
raud which has happened through
UPI platform or vyour PIN is
compromised.







Reportin
Crime




Report complaints related to Cyber Frauds @ gov
website

/cybercrime.gov.in
helpline number



https://cybercrime.gov.in/
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Keep and eye on unknown apps from your phone.
Uninstall if not required.

—
E down your passwords and security =

-q—!
- -
=

on bumper festive offers links in
nessages/ SMSs or emails.

e Always lookup Customer care numbers from official
websites. Or save them on your phone for future
use.
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* Don’t get distracted

 Never withdraw in hurry.

Ur Hands Empty

over eypad with other hand
while input PIN.

IR\
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Always check for a Keep your PIN, Avoid saving Turn on two-factor
secure payment password, and details on websites authentication
gateway. credit or debit card /devices/ public where facility is
number, CVV laptop / desktops. available.
Never open emails private. : / —
|
from unknown

. 31

are Always scan
Do not leave your ‘ Y

unknown USB

sources containing

suspicious device unlocked. . X

attachment or — drives / devices : M

phishing links. | - , social . before usage. — ol
Always use virtual | ——

Install antivirus on
the device and
install updates
whenever available.

Do not use same
passwords for email
and internet banking

*5" keyboard on publi
- Change passwords devices since the

at regular intervals. keystrokes can also

be captured through
P compromised
devices, keyboard,
etc.

Change passwords
periodically.
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How to Make an Online Complaint?
e e e
Complaint to RBI o ;

Please visit the link at https://cms.rbi.org.in/

Complaint to SEBI
Please visit the link at https://sco

Complaint to IRDAI |
Please visit the link at https://igms.

Complaint to National Housing Ban
Please visit the link at https://grids.nhbonline.org.in/

Complaint to Cyber Police Station
Please visit https://cybercrime.gov.in/
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= 2 @ harcobank.org.infcomplaints/ a =2 w » 0O

@ NewTab & wwwgooglecom & Gmail @ Chief Secretary, Har... = Finance Departmen... M Inbox (207) - stcpan... .ﬂ'- Free Mock Testfor J.. & The Haryana State.. @&  §j IBF » | [ Othe

Login

Email address

Your Email *

bile No *

Bank

Disputes Manangement System

Enter Captcha

User Manual Forgot your password?

Don't have an account? Create New Account









https://creativecommons.org/licenses/by-sa/3.0/
https://www.thebluediamondgallery.com/wooden-tile/t/thank-you.html

