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Fraudsters target the elderly,
late adapters of technology
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Top 10 cybercrime epicentres
Bharatpur [ 1575

Karma Tand - 2.4%
Giridih [ 2.3%6

Source: Future Crnime Research Foundaton
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Retd Col's wife falls for KYC-SIM card con

TNN /Jan 30,2022, 0410 IST
Chandigarh: Downloading links to update her know your
customer (KYC) for her SIM card cost a Sector 18 resident Rs

10 lakh in a case of online fraud.

| €= s

: Mumbai: A 48-year—old wo-
2 : man working as a manager
» : Wwith a nationalised bank fell

victim to the online KYC
) (know your customer) update

KYC Frauds: Retired RBI employee falls prey to a scam, loses Rs 338
lakh; Here's how to remain safe

Home > Cities > Hyderabad

Pilot falls prey to KYC fraud, loses Rs
1 lakh

The police said the victim, a resident of Kokapet under Cyberabad
commissionerate, fell prey to KYC fraud.

Home / Cities / Chandigarh /

Online KYC fraud: Punjab woman

of Rs 10 lakh, probe on

:  fraud and lost Rs 60,000.
2 The woman, WhO lives in
Powai, had called a. number

her PAN with the app of a

= [ bank with Wh.lchshe holds a i

She first tried to upload

------

‘2 that she received in an SMS
: alert to contact for updatmg

Tt 1e PAN byheréelf but failed.
he then called the numberj:;
/",She had--t‘eo’eived'-vw :

‘Narayan

Bank manager loses
T60K in KYC fraud

which she shared along w1th
the one-time password.
Irmned_lately, money was

' deb1ted from her account. She

agam called the person inqui-

ring about the money debited
from her account. “The per-

son told her that the money

was deducted by mistake . He
‘asked her to share with him
. another OTP sent to her to re-
'versethetransactlon > the po-
_ lice said. The bank manager
- got susp1c1ous and did not

sharethe OTP. Shethenfileda "

‘complaint with the bank and
the Powai police.

- Powai police said they ha-

 ve sought details from the

bank togetthe money tra:]. -V.

Online KYC fraud: Punjab woman cheated of Rs 10 lakh, probe on

-

cheated

The Chandigarh Police cyber cell has been urging people not to share any details or respond to any calls

ieeking personal information about their accounts. I



The Indian EXPRESS

Home |/ Cities / Mumbai / Mumbai: Retired bank manager falls to online KYC fraud. loses Bs 3 lakh
Mumbai: Retired bank manager falls to online KYC fraud, loses Rs 3 lakh

On recerving SMS alerts from the bank about the money bemng withdrawn, the complamant called his bank’s customer care number and blocked his account.

By: Express News Service | Mumbai |
October 26, 2021 9:20:09 am Date: 01/09/2021

Nation OF FAKE KYC LINKS!

. SBI SENDS ANY SUCH MESSAGES
EOW arrests two fraudsters for cheatingerores
of rupees |mpersonat|ng as RAW IAS ofﬁcer Upilate your Doctmant vish S

website Click here to Update by Net
ol R g Banking https://sbikycupdate.online

TororeS TG T OO 1101t

Cyber fraud on rise during lockdown
in Odisha

On Friday, a woman of Nayapalli lodged a complaint with cyber police

alleging that cyber criminals looted Rs 60,000 on the pretest of updating B #pieFactCheck D %ﬁ =
EDE

her father-in-law’s SIM card documents.

() +918799711259 () sociaimedia@pib.gov.in () emBFactcneck il /PiBFacicheck ) /PIBFactCheck

7 b
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STEP 1 STEP 2

The fraudster will collect your personal banking I After _collen-h i Bl i perso_n.a;l lnfmm.athn, .

Sz g 2 SRS 7| fraudster will contact your mobile operator, showing

information through Smishing; Phishing, Vishing, = _ St = 5 . -
&8s your identity proof. He then applies for a duplicate

or any other means. | SIM card

SIM SWAP

STEP 3 | STEP 4
Later mobile operator will deactivate (A6 MERMISIEE QenEtates an (1 San his-owh ghons,
our original SIM card using the duplicate SIM and then makes
: : - | online banking transactions. —

iam
chealed

g T E O\ N .
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SAMPLE CASE

Vijay, the SBI customer and received three SMSes for debits in his savings

bank account of [[IXXel[e/E8 and (total )

on at 9.00 pm. He came back to home branch on \ERvEriiri
and complained about these transactions.

it came to know that customer card data was
compromised at Urban Co-operative Bank ATM R L RUTERATEEL T
card in that ATM for normal cash transaction.
By using compromised data fraudsters created cloned card and done

above transactions.




REPORTING & RESOLUTION OF UNAUTHORISED
ONLINE BANKING TRANSACTIONS COMPLAINTS

An unauthorized transaction is any transaction that customer didn't make
and didn't permit anyone else to make.

Un-authorised (Fraudulent) transactions happens due to negligence of :

(A) CUSTOMER 7 sassses

’
‘Q

(B) BANK

(C)  3PARTY,

i.e. other than the customer and his/her bank



SAMPLE CASE

Vijay, the SBI customer and received three SMSes for debits in his savings
bank account of Rs.6,000/-. Rs.12,000/- and Rs.22,000/- (total Rs.40,000/-)
on 31-12-2023 at 9.00 pm. On investigation, it came to know that

customer card data was

, when Vijay used his card in that ATM for normal cash

transaction. By using compromised data fraudsters created cloned card
and done above trars<actions.

Negligence

A_




SAMPLE CASE

Vijay, the SBI customer and received three SMSes for debits in his savings bank
account of Rs.6,000/-. Rs.12,000/- and Rs.22,000/- (total Rs.40,000/-) on 31-12-2024 at
9.00 pm. Mr. Vijay is so busy in casino in GOA, he ignored these messages. |y [=3& 11
back to home branch on 05-01-2025 and complained about these transactions. (9],
investigation, it came to know that customer card data was compromised at Urban Co-
operative Bank ATM, when Vijay was used his card in that ATM for normal
cash transaction. By using compromised data fraudsters created cloned card and
done above transactions.

Reporting Time




SAMPLE CASE

Vijay, the SBI customer had received three SMSes for debits in his savings bank

account of Rs.6,000/-. Rs.12,000/- and Rs.22,000/- on 31-12-2024 at
9.00 pm. Mr. Raja is so busy in casino in GOA, he ignored these messages. He came
back to home branch on 05-01-2025 and complained about these transactions. On
investigation, it came to know that customer card data was compromised at Urban Co-
operative Bank ATM, when Vijay was used his card in that ATM for normal
cash transaction. By using compromised data fraudsters created cloned card and
done above transactions.

Account Type




What is LIMITED LIABILITY of CUSTOMER ?

eNEGLIGENCE REPORTED ON CUSTOMER LIABILITY BANKLIABILITY 1
CUSTOMER  Up to reporting time FULL ZERO
Once reported, further transactions using same information ZERO FULL
BANK No conditions for reporting time ZERO FULL
CUSTOMER LIABILITY IS DEPENDS 0N REPORTING TIME AND ACCOUNT TYPE

REPORTING TIME ACCOUNT TYPE CUSTOMERLIABILITY  BANKLIABILITY
0 TO 3 Working Days ALL ACCOUNTS ZERO FULL
WORKING
DAYS AS BSBD/PMJDY up to 5000/- >5000/-
it 4707 SB/MSME up to 10000/- >10000/-
R ERAE CA/OD up to 25000/- >25000/-
Beyond 7 Working Days ALL ACCOUNTS FULL ZERO

LIABILITY WILL BE CALCULATED PER TRANSACTION, HENCE REPORTING TO BE DONE TRANSACTION WISE




Sample Case

\

Vijay, the SBI customer had received three SMSes for Rs.6,000/-.
Rs.12,000/- and Rs.22,000/- (total Rs.40,000/-) on 31-12-2023 at
9.00 pm.

Mr. Vijay was so busy in casino that he ighored these messages
tfansactions in his Savings Bank Account.

He came back to home branch on A |= d complained| .

about these transactions.

On investigation, it came to know that custorr e / d data was
compromised at Urban Co-operative Bank ATM, "W
used his card in that ATM for normal cash transaction.

By using compromised data fraudsters created cloned card and
done above transactions.

In this case who has to bear/compensate the loss and how much?

( Third Party negligence, Reported in 4-7 days, SB account ) : Rs.14000/-

Nil for Rs.6000/- , Rs.2000 for Rs.12000/- and Rs.12000 for Rs.22000/- txn




HOW TO IDENTIFY THE CALLER?

Several apps can help you identify the caller ID on your
phone. Some popular options include Truecaller,
CallApp, Tellows, Mr. Number,and Eyecon all of which
offer free versions with various premium features. These
apps can also help you block unwanted calls and SMS.



https://www.truecaller.com/download

S Use Caller IDapps




India among top 3 countries most targeted for
phishing: Report

Cyber frauds dupe man of Rs 1.19 lakh

TNN / Updated: Jun 15,2021, 1212 IST

JAIPUR: A man was cheated of Rs 119 lakh by unknown online conmen on
pretext of helping him get a waiver on the annual fees for his credit card4dihe

victim lodged a case of cheating against the unknown accused on Sufciay:
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RBI, CID warn of frauds using remote access app

Synopsns
The cyber crime police have filed 30 cases of such a fraud in the past two months.

By Tushar Kaushik

BENGALURU: The criminal
investigation department (CID) of the

city police and Reserve Bank of India
(RBI) have cautioned citizens about a
new mode of online fraud: conmen
making fraudulent transactions by
misusing the ‘AnyDesk’ app.

Two users conned by Ola driver, lose e-wallet

money in fraud

(This story originally appeared in
on Apr 06,2019)

MUMBAI: Two finance professionals
lost Rs 14,000 in a fraud involving the
app of a cab aggregator and its e-wallet

within the space of minutes on Friday
morning.



Remote APP Frauds

» AnyDesk

TeamViewer

Man doesn’t share OTP,
yet ends up losing X75K

Goregaon resident says he was told to download a message forwarding app
while ordering food online; expert says advisory needed on the new method

{ splashtop

FAIZAN KHAN —_—
Farsan khan@m cay.com 10% cyber frauds
HE Powal police have res- detected this year
ik trem i According data compiled

police.
in the city in

the first five months of

just 92

cases were cracked. Of

RIS and cases were
Bhishing. hacking.
The fraucister withdrew the amount through six transactions SR o o
iaorian fraud.
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Baon where e lives. But he accessed the OTPs since the
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“Will look into the case”
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Social Engineering
Frauds



Social Engineering

What details should be shared with someone you meet online?

Personal Information.
Share Your Colleagues Phone Number.
Bank Account Details.
Username / Password etc.
Property Details.

Health Related Information.




What do you mean by Social Engineering?

Social engineering is a process to gain sensitive and confidential information through a
friendly chat, over a drink, with kindness, etc.

Phishing
Common
Ways of (7. -
Social Smishing
Engineering
Frauds
‘ Vishing




There are no free
lunches in this world

Tactics used to get you
to bite are curiosity,
urgency, fear and greed.

Find out more about

phishing.



Phishing vs. spear phishing vs. whaling

Whaling is a specific type of spear phishing, and spear phishing is a specific
type of phishing. Learn the differences below.

Phishing Spear phishing Whaling
A broader term that covers A typeoafphishing A form of spear
any type of attack that tries that tafgets individuals. phishing that targets
to fool a victim into taking . dlbw % high-ranking victims
some action. Does not have /. 21 a\ within a company.

a specific target.

HOOMS: MA RINASHEVWCHE HNOMDOEE STOCK, FOURLEA AL OVER® DDEE STOCK & M21 TECHTARGET. & LL RIGHTS RESEREDY T(‘.‘ChT:FBeI




Angler phishing is a
type of phishing
attack  where a
scammer poses as a
customer service

agent on social
media. Often, angler
phishers target
victims by scanning
social media posts to
find dissatisfied
customers




SMISHING ATTACK PHASES

The attacker The user opens The data is used
sends a message the text, clicks on by the attacker to
containing a the link, and gives commit fraud or
malicious link away private data for profit making.




JUICE JACKING




[X]

Your personal files are encrypted 22~

RANSOMWARE
ATTACKS

www.kratikal.com




How to Defend against Social Engineering Attacks?

Confirm the identity of the person, whom you are talking to.

Do NOT discuss confidential information at public places.
Do NOT discuss confidential information with strangers, people whom you have met briefly.

Do NOT share passwords and account numbers over the phone or email.

Do NOT be intimidated especially by name droppers.




How to start CyberSecurity?

Keep Yourself
Aware

1. More than half of business
surveys believe, a lack of knowledge,
carelessness is the main reason leading
to cyber frauds.

2. Your Cyber Security is only as strong
as your awareness, and a data breach is
more likely to come from human
negligence rather than a criminal hack.




Password Security

Your house keys and locks are important security measures for your
house.

How do you choose locks or keep keys from being stolen and broken
by a thief?

Protect the house by putting a strong lock.

Do NOT share the house key with a stranger.

Do NOT leave the key unattended.

Do NOT tell where you have kept the house key to a stranger.

Don NOT keep the key in open, near a window or anywhere it is
accessible to others.

Choose a key which is difficult to copy.



Password Security

* Create longer password.
Use Special Character and ¢

Change password regularly.
Keep unigue and strong pass

for different account.
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Don’t use consecutive letters, dictionary word or personal information

A passphrase is a sentence-like string of words used for authentication that
is longer than a traditional password, easy to remember and difficult to
crack.



Passphrase Security

lgmfj@22.
My son was born on 14" Mswbo14#
My favourite Bollywood star is Amitabh Bachhan. Mfb*1$ab.

| got my first job at 22.




Brute Force Attack

A brute-force attack is an . snbarer. | Sshans "r"“““‘d
. Upper or upper an

attem pt to dISCOver a number of Numbers i lower case upper and N
. Characters onky . o letters Iower case e

passyvord by trylng. every ety TR RS (“‘:b )
possible combination of : ot -
letters, ~ numbers,  and instantly  Instantly  Instantly  Instantly
symbols until the correct Instantly  Instantly 3 secs 10 secs
. . Instantly 8 secs 3 mins 13 mins

password is discovered. Ll  Basi o> b=l
(e.g. a,aa,aaa to zzzzzzzzz, 13 mins 3 hours 10 days 57 days
6 hours 4 days 1 year 12 years

aZbyeX etc.) 6 days 169 days 106 years 928 years
169 days 16 years 6k years Tlk years

12 years 600 years 108k years SmM years

314 years 21k years ISmyears 423m years

Bk years 778k years  1bn years S5bn years
212k years 2Bm years 97bn years 2tn years
512m years 1lbn years 6tn years 193tn years
12 years 143m years 36bn years 3I74tnyears 14qdyears
126 years 3bn years 1tn years 23gd years 1gt years

EURLREERNEBee. waw




DICTIONARY Attack

A dictionary attack is based on trying all the strings in a pre-arranged listing. Such attacks originally
used words found in a dictionary (hence the phrase dictionary attack); however, now there are much
larger lists available on the open Internet containing hundreds of millions of passwords recovered from

past data breaches. There is also cracking software that can use such lists and produce common
variations, such as substituting numbers for similar-loeking letters.

DICTIONARY ATTACK

Name1990
NMame Surname

Surname 1990
Surmame

NameSurnmame1990
01.07.1990 01_01.71990

SurnameMName1990

User data Password generation Generated passwords




Wireless Security

Do NOT disable your firewall or

Do NOT li
o NOT connect to public network for Anti-Virus software on your laptop.

performing banking transactions

— T

Take particular care when using your
laptop and mobile phone in any public
environment.




YOU DON'T NEED SOMEONE
TO BREAK INTO A HOUSE,

YOU JUST NEED SOMEONE
TO LET YOU IN.

Mobile Security
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10% Facebook 19%
BEROWSER

90% of Time on Mobile is Spent in Apps

Messaging/Social 12% Q0%
APPS

YouTube 3%

Chrome 4%

SO R Entertainment 17

SNIINGITES
Safari 6% —

Others 10%

Gaming 15%
Noews 2%

Productivity 4% Utilities B%%




Monitor Permissions
SettingS - AppS All(119) 101 —

¢ Settrgs Motifications
@« Aarogya Setu
. <8.07 M Show Previews
Settings Q § TR

Fibernet

ACT

Advanced features Adobe Acrobat

A0

modae Par1t & | ET¥L
: Aarogya Setu
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K YA

Bixby Routines, Motions and gestures, One-handed

Digital Wellbeing and parental ﬂ Acrobat
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Airindia preve

: e E e

L ; ' A - ad MYALIN
Screen time, App timers, Wind Down

® Device care Airtel g e

Battery, Storage, Memory, Security 110 Me

E App Store
ADDS Airtel Live

pp §2.21 MI Authanticator
Default apps, Permission manager ﬂ
Amazon Music Axis Mabile
 Books




< Apps Sort by

Default apps
All (121) »

o Access Permission Manager — Permission manager
in your Mobile

Aarogya Setu

e Settings - Apps - _’ m_,_;gg Show system apps
Permission Manager (OR) /.

» Settings - Privacy 0 ACT Fibernet Special access

[ .95 MB

Reset app preferences
° Adobe Acrobat
725 MB




SURFACE WEB, DARK WEB, DEEP WEB
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"{ Google
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The Onion Router




Can | check which Apps on my
mobile phone have divulged my
iInformation on'Dark Web?

Yes
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{0 25 google.com/search?q=g

o Google £

Q, google x 2
All Videos News Images Short videos
&< & =t e Q) @

-~ Google

https://www.google.co.in

Google

Search the world's_infermyation, ineluding webpages,
images, videos and moregsGaoogléhas many special
features to help you find exactlywhat you're...

Google

IT corporation ¢

Google LLC is an American
multinational corporation and
technology company focusing
on online advertising, search
engine technology, cloud
computing, ¢ Wikipedia | More

)
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€ 235 google.com/search?qg=g (3)

vghial@gmail.com .

Hi, I

C Manage your Google Account >

¥O search history Saving

@ Delete last 15 minutes

I:_]l Saves & Collections

¢ Search personalization




B O % ' - Do @ Silg77%

O 25 myaccount.google.com/ (3

Google Account aQa @ ﬁ.

Data & privacy Security People & sharin:

More personalized protections
against dangerous websites,

downloads, and extensions.

& on

dark web
& on

See results

Password Manager

You don't have passwords

saved in your Google Account.

Password Manager makes it o-
easier to sign in to sites and
apps you use on any signed-in

device.




{0 25 myactivity.google.com/d (3

0

Go-=:;=gle

You're monitoring the dark
web

Summary of your results

9 data breaches leaked"your info to the
dark web. View details and take action to
protect yourself.

View all results

Results with your info

Info in your monitoring profile was found on

the dark web. You've added 4 of 5 types of
info.
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> 25 myactivity.google.com/d.  (3)

(11]
[11]
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< Google

£

Your results

Get details about the data breaches that
leaked your info on the dark web. See how
you can stay safer based on each result.

Pentation A

Mar 14, 2023
DATE OF BIRTH
EMAIL

Nitro >
Nowv 19, 2020
EMAIL

TrueCaller Database Leak >
Jan 30, 2020
NAME EMAIL GENDER ADDRESS

PHONE NUMBER




< Google o 8
TrueCaller Database Leak

Your info was in a data breach and found on the
dark web on Jan 30, 2020

Monitoring profile info was found

Info you put in your monitoring profile matched
info found in this data breach.

NAME Vinod Kumar

EMAIL vghial@gmail.com

Other info was found that isn't in
your monitoring profile

Other info was found on the dark web alongside
the info in your monitoring profile. Full details
are hidden in case this info isn't yours.

GENDER escsescessscee

ADDRESS ecceces Mumbai,
Maharashtra, ===~

PHONE NUMBER ceceeeee76908
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Settings

6 Notifications & status bar

Apps
Security & privacy
Location

Safety & @emergency

DO0000

Battery
WA\GN Y &\

Special features

Digital Wellbeing & parental
controls

Additional settings

About device -

Users & accounts

00 ©O0C

Google
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<— App management Q

Personal Work

e Adani Electricity

9 Adobe Acrobat

9 Airtel

@ Airtel Xstream Play

-
~ Amazon

<« Android Accessibility Suite

/\ Android Auto

Android Switch

- Android System Intelligence

[ Android System Key Verifier

m
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< App permissions 3
sSBil
YONO SBI
Allowed
e
=
Q@

= Notifications

Phone
Accessed in past 24 hours

. <
I&E] Photos and videos
=]

SMS

Accessed in past 7 days

R = 00 e
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App permissions

Accessed in past 4

= Contacts

Accessed in past 24 hours
< Microphone

&> Nearby devices

Accessed in past 24 hours

T Phone

Accessed in past 24 hours
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Nearby devices
permission

®

) Don’t allow

See all apps with this permission

I 0 e
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Location
permission

O

®

O

O

Allow only while using the
app

Ask every time

Don’t allow

Use precise location

When nrecise location is off. anns A




Warning States - OTP

i T Tl E00 e

o et 1

L HDFC BANK

Chouing o Generale OTF will sersd 8 OFe Thme Passvaoed 1o
regiztered Moksle Mumber and Emaedl idig) Plesse use thes
passwond 5 Condinue with 1the ranesction

e If OTP is filled automatically by
your application while performing
any transaction or filling any page, it means
that the app is having permissions to read
your SMS automatically.

M e Paiii | Miaifer  driw et main_Payll
Diatec Jors 15 3000

Tetad Charge: As 1104 00
Card Murmbees OO 00 XX K 2540

daccotsdully apm he One Tiene Pass mard 5 pour B esits
Mab s hhuariliad

O T Pacaweed
=TT L ameal |

—e We can disable the SMS permission in
Permission Manager of the app/browser to
disable OTP autofilling.




Mobile Device Best Practices

Strong passwords/ Biometric permission
should be enabled on your phone, tablets.
Get an anti-virus software installed on

your mobile and keep itupdated
Do not share your Mobile PIN with anyone,

use biometric authentication wherever feasible.

Ensure that Auto Updates are

Avoid connecting phones to public S0 GO DR FOUP MMOILE (O, ol

. virus, and applications
wireless networks. ’ pPp

Avoid installing apps on the

devices of unknown persons or

. through links received in emails,

Report the loss of mobile phone to the . 5
. . . . messages or through social media,

Bank to disable Mobile Banking services. . .
etc. Applications should be

downloaded only through official

stores

Do not store your Bank account Regularly monitor the permissions of critical
number or PIN on mobile phone apps installedin your mobile and keep a track

of unnecessary and unused apps.

Never use Banking apps on jailbroken or rooted devices.




Access
Digital Banking
securely.




@) State Bank of India x 4 © State Bank of India X 4+

- : (& & https://www.onlinesbi.com - C | & onlinesbicom
L. X |
nection is secure ’ SBI
our information (for example, passwords or credit |

Services = Mobile B: nkin | FAQ | Corporate Website | SBMOPSMew | SB Collect | Electoral Bong card numbers) is private whenitis sent to this ste

ices = Mobile Banking | FAQ = Corporate Website = SBMOPS SB Collg

Learn more

If slowness is observed during Login Page loadin ‘ | g
| If slowness is observed during

SBIl never asks for confidential information such as PIN and OTP from customers. |

S

PERSONAL BANKING

|
l

a Certificate (Valid) SBI never asks for confidential information such as PIN and OTF

Issued to: STATE BANK OF INDIA [IN] @ 9

@ Cookies (4 in use)
PERSONAL BANKING

£ Site settings

|
™ New User @ How Do | 5 Customer Care Lock & |

t Registration / Unlock User o B | _
" ~ A\ New User £ Howdo! ‘® CustomerCare MW

1. Remember URL of the Bank
2. Check for "HTTPS" in the URL

3. Click on the pad lock and verify the certificate.
4. Make sure the certificate is issued to " STATE BANK OF INDIA [IN].
5. Please check the spelling and character of "SBI".




UPI Security
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UPI-

OSmeBankafInd\a X €) state Bank of India x
(_ : c ireta!].onlinesbi.com/retawl/proﬁle\and'\ngpagehlm “ c & retail.onlinesbi.com/retail/profileverifypasswordconfir

You are here: /| My Accounts & Profile / Emnable I/ Disable Accounts for

Youare here: | MyAccounts & Profile /| Profile

Enable / Disable Accounts for UPI

y % Disable your UPI if you notice any

g‘ My Profle ’ Persanal Detals / Mobe Mandatory fields are marked wittiiE NP 4=) raUd Which has ha ppened th rough
: ; Select the account for which you wish to enabile  disable the Accounts UPI platform OI’ your PIN iS
ﬁ Set Account Nickname ' Change Passwords Account No. / Nick Name: Account Type H
1§ g O X\ ) 4 compromised.
O JOD Account
m L. I\° P\ I
||| Wanage PO Applicant :: Define Limit @ 7 Savings Account
PO t “a
I | o State Bank of India =
gn High Security Options (1) Benefiiary Activation by Branch
1 i | < | & retail.onlinesbi.com/retail/upiEnaDisStatus.htm

You are here: /| My Accounts & Profile / Enable / Disable Accounts for UPI

ﬂ [RATA Ref. No. Status Add & Manage Beneficiary
IRATA Enable / Disable Accounts for UPI
ﬁ Manage Alc Display PAN Registration
Select Account No 00000054060083611
[ Set SMS Language LRIV Enable  Disable Accounts for UPI enable O disable
; o <=

Enable / Disable Accounts m m




The many faces of UPI ftrauds

Scamsters take advantage of UPI's simple features to fool users
into inadvertently transferring money

You have won a
cashback!!! click

the link to claim it:
scam.com/ITwmiknfik

C P

Cashback frauds

Clicking on links for
cashback ends up with
users paying money

flipkert@@okhdfc
+91 90029 19309

UPIl ID spoofing

Scamsters change letters
ima UPI ID of a legitimate
or popular business to
divert money

Complete your payment ’

to take orders via UPI. The

=360

Receive money
from me!

Collect reqguest frauds

Cheaters convince users
to accept the collect
request and enter a UPI
PIN, to receive money™

FEsERrERRRRRE,
fsssssssssnss

QR code frauds

Scansters get users to
scan a OR code to receive
moneay. I UP,.Iyot scan a

QR'only to pay money

— e — — - —

vour order is
almost ready!

Fake customer
care frauds

Fake website frauds
Fake websites are used

Scamsters flood the
intermnet with fake customer
care numbers of UPI apps.

Pretending to solve an
issue, they swindle more

goods are never delivered




Reportingiof Cyber
Crime




The bankar 1o evary

JOIN THE FIGHT AGAINST

ER CRIME.

DON'T LET IT GO UNREPORTED. Re%ort complaints related to Cyber Frauds @ gov
website

hittps://cybercrime.gov.in
Or dial the helpline number

155260

Report complaints related to Cyber Frauds at
National Cyber Crime Reporting Portal of Ministry of Home Affairs:

Or dial the helpline number: 155260 ; @D HOME AFFAIRS

Please educate our Customers and General Public



https://cybercrime.gov.in/

N,

Safety
o Vips

L

-

Keep and eye on unknown apps from your phone.
Uninstall if not required.

DO NOT WRITE down your passwords and security

questions.

Do NOT_CLICK on bumper festive offers links in
Whatsapp messages/ SMSs or emails.

==
i

Always lookup Customer care numbers from official =
websites. Or save them on your phone for future
use.




e

* Don’t get distracted

Safety * Never withdraw in hurry.
p EE?S

. Keep your Hands Empty

==
ER—

- d. Cover Keypad with other hand-
while input PIN.




- n I T Y
Savdhaan Rahe! Satark Rahe!
A L A ey 4

”

Always check for a Keep your PIN, Avoid saving Turn on two-factor
secure payment password, and details on websites authentication
gateway. credit or debit card /devices/ public where facility is
. . number, CVV laptop / desktops. available.
ever open emails private. r / -
from unknown Lk ese -
sources containing | ¢ Donotshare Always scan
Do not leaveyour /| \ . .
suspicious device unlocki d ~__private information unknown USB
attachment or - : to unknown drives / devices
phishing links. persons on social . before usage.
media.

Install antivirus on -
the device and
install updates
whenever available.

Do not use same
passwords for email
and internet banking

‘ Always use virtual
*‘ - keyboard on public
- Change passwords devices since the
? at regular intervals. keystrokes can also
be captured through
Change passwords ¥ compromised

periodically. 2 devices, keyboard, oy

-

etc. \




How to Make an Online Complaint?

. W 7 F > /

Complaint to RBI
> Please visit the link at https://cms.rbi.org.in/

Complaint to SEBI
> Please visit the link at https://scores.gov.in/

Complaint to IRDAI
> Please visit the link at https://igms.irda.gov.in/

Complaint to National Housing Bank (NHB)
> Please visit the link at https://grids.nhbonline.org.in/

Complaint to Cyber Police Station
> Please visit https://cybercrime.gov.in/




v B¢ Pel lCn Clen | @i |we|wec|weg|ewn|G@rv|2r @4 @7 @c| D¢ BY OL| G+ Ex Bs| + = X
« X 2% timesofindia.indiatimes.com/city/jaipur/bits-prof-duped-of-7-67cr-cops-want-cbi-probe-in-case/articleshow/109514200.cms ) * ﬁ
oo (3O All Bookmarks
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BITS prof duped of ¥7.67cr; cops want CBI
probe in case

Apple Magic T...  TNN / Apr 23, 2024, 04:38 IST | 2> suare | [ 5] [AA] [Forowus & | Apple Magic T...
SWIPE AND SCROLL. .. SWIPE AND SCROLL...

Jaipur: The Rajasthan police’have sent

their recommendations! to the state’s

home department seeking investigation Trending Stories

by CBI into theRs\7.67-crore fraud case e

as the con artists are'based abroad.

[E] "Tears of Joy and Sorrow: Brittany A

Police said the victim in the case is a Mahomes: Bearicl- Refinction Aol d::

'Diddy List’: Names of celebrities

woman, identified as Srijata Dey, a Sl L R s

professor at the Birla Institute of Technology and Science (BITS), Pilani, who had

[4 9 Brain Exercises to Help Boost

lodged a case of fraud with cyber police, Jhunjhunu. Memory and Creativity in Students
[4 9 Timeless Skills That Will Always Be
in Demand
£ Poll

E] 'India ka mugabla bas Australia se hi
hai': Former Pakistan cricketer after... =

Do you think fugitive Mehul Choksi will finally be extradited to India?
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®Live TV ~ Latest India~v World Premium Cities~  Opinion Videos Web Stories Auto Education-

Related News

Retired Army Colonel, Wife
Duped Of Rs 49 Lakh In Digital
Arrest Scam

Hyderabad Man Loses Rs 3.5
lakh To 'Digital Arrest' Fraud, 3
Arrested

86-Year-Old Mumbail Woman
Loses Over Rs 20 Crore To
"Digital Arrest" Fraud

Trending News

1 MS Dhoni's Blockbuster
Reply On Playing Next IPL
For CSK: "I Don't..."

2 Pahalgam Terror Attack
Updates: US Urges India,
Pak To De-Escalate

-l ©° Type here to search

Bengaluru Techie Loses Rs 11.8 Crore
After "Digital Arrest"

The man got a call from a person claiming to be a police officer alleging that his
Aadhaar details were being misused to open bank accounts for money
laundering, his complaint stated.

Press Trust of India India News D
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Karnataka elderly couple die by suicide
after losing Rs 50 lakh in cyber fraud

Police have booked two men named in a suicide note left behind by the 82-year-old resident of
Khanapur in Belagavwvi.

Bw: Expr Mews Sarvi ADVERTISEMERT
By LNewsGuard Haier

Bengaluru | March 30, 2025 1Z2:44 IST

Ty ubcahorra Tritha
Welcorme Prospgerity B Big Screen Entertainment

2 min read f X e b rj Ei] Ty ——

Haier's Range of LED Telavisions

" - '-‘ -.
: :‘\ ‘ | 3 :.'

Meighbours discovered the bodies of Diego Santan Mazareth, 82, and Flaviana, 79, residemts of
Khanapur, on Thursday

Machine learning can spark
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tafcop.sancharsaathi.gov.in/telecomUser/
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DEPARTMENT OF TELECOMMUNICATIONS

gging in using your mobile number

[
{2

Tedigit Mobile numBee

17454439

requests received
Enter Captcha

15204423 X OTP
Resend OTP

requests resolved
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HoME J CITIZEN CENTRIC SERVICES J ABOUT KEEP YOURSELF AWARE FAQS MOBILE APP IN SociaL MEDIA IMAGE GALLERY

T

JOT

i, TIREC DM

L0ST YOUR MOBILE?

Block and Trace your lost or stlolen

ey OP!1€ handset

Check Genuineness of your Mobile Handset

Hon'ble Union Minister
Shri Jyotiraditya M Scindia

B 0 @

Mobile App

GETITON ‘ ‘ Dewnload en the

Goode Play App Store | —.nl

Hon'ble Minister of State

Dr. Pemmasani Chandra ACGESS Nﬂw )» mws:// Web Portal

sancharsaathi.gov.in
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Dr. Pemmasani Chandra
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) Mobile App

Sanchar Saathi Mobile App is now available in Play
Store and App Store!

«)»

SANCHAR
SAATHI

» GETITON # Download on the
Google Play S App Store

14L+ downloads
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Citizen Survey Contact Us

Report & Check Suspect + Cyber Volunteers + Learning Corner +

& Register a Complaint + Track your Complaint
Check Suspect (mobile, email,

* Suspect Repository +

* Report Suspect +
* Check Suspect (Website/App)

* File an Appeal with GAC

FINANCIAL FRAUD OTHER CYBER CRIME

WOMEN/CHILDREN RELATED CRIME

Report Anonymously Register a Complaint

| https://cybercime.gov.in/Webform/suspect_search_repository.aspx
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Ministry of Electronics and
Information Technology
Government of India
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Botnet Cleaning and Malware Analysis Centre

Home About Us CERT-In Alerts Security Best Practices Announcements Partners FAQ's Contact Us

Security Tools

Free Bot Removal Tool - For Microsoft Windows

You may use any of the following Bot Removal Tool for your digital device.,

Note: To identify, the architecture of your computer system whether it is 32-bit or 64-bit, right click on "My computer"/ "This PC" -> Properties-> Check your

system architecture

+ K7 Security "7 K7 SECURlTY

The antivirus company K7 Security is providing the free bot removal Tool. Click the below mentioned link to download the tool.

https:/ /www.k7computing.com/in/k7-bot-removal-tool

Security Simplified .

" 10:15 PM
_ dm =1 = )
DO eROE 20D N o B

https:/fwww.csk.gov.in/security-tools.html
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Enterpris
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The antivirus company eScan Antivirus is providing the Smartphone Safety Toolkit. Click the below mentioned link or Scan QR Code to

download the tool. ..:r-“!'- 3
- =....l - i.

https://pl | t details?id= ScanAV.certifl [k LET'TDN gty = O B
ps://play.google.com/store/apps/details?id=com.eScanAV.certin > oogle Play i.’...’_, ..:.‘...5... :

Free Mobile Security Application - For Android

O,
&’
g .
St §
Jidd
88 XH

C-DAC Hyderabad (é’
X

C-DAC Hyderabad has developed M-Kavach 2 with the support of MeitY. C-DAC Hyderabad is providing the Android Mobile Security -'&'mf ;ig!f 33 . ’:1:
Application. Click the below mentioned link or Scan QR Code to download the tool. tﬂ'i : 3'8‘!3’

GETITON
https://play.qoogle.com/store/apps/details?id=org.cdac.updatemkavach V% Google Play

10:15 PM
5/1/2025

HBC BO@F WO E ZD D NG



v B(i|lEI X | Q1| X:]|=: x PllEI|€EI| K] | @1 | || ||| |21 | @.| @ |||+ — %
& 2% play.google.com/store/apps/details?id=com.eScanAV.certin v g -
aa 3 All Bookmarks

' Google Play Games Apps Books Kids Q @ g

About thisapp -

eScan CERT-In Bot Removal lets you scan your device for bots, malware, infected objects and helps you remove them.
What is a bot?
A mobile bot is a malware that runs actively on a device not protected by an anti-virugfapg! Mobile bats aet similarly to

computer bots. If infected, your device gets added to a botnet and gets used for all maiieious @ctivifies,passible by the
hacker/botnet owner. The malware allows a hacker access to all the data, apps, and Hte/aet-(isage™,

Updated on
Sep 18,2024

Tools

R Flag as inappropriate

Google Play Kids & family
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M-Kavach 2
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See all reviews

About thisapp -

M-Kavach 2 is a comprehensive mobile device security solution addressing emergingdhreats refated’io Andreid based
mobile devices. The major emphasis is on advising the users against security miscontigiratians, detegtioniothidden/
banned apps and scanning the device for potential malicious apps installed on the'user's saobile device:
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